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DJIEKTPOHHBIE CEPBHUCHI, WHTEPHET-OAHKUHT, yaajlieHHas pabora u
yue0a, OHJIaH-PErUCTPallii, THTEPHET-Mara3uHbl 1 MapKETIIINCHI — BCE ATO
HACTOJIbKO MPOYHO BOIUIO B HAIly MOBCEIHEBHOCTb, YTO WHOTNA TPYIHO
MOBEPUTH, KaK KUK 0e3 AToro pansiie. Yem OoJblIe MOrpyKaeMcs B MUP
HH(POPMAITMOHHO-KOMMYHHUKAITMOHHBIX TEXHOJOTUU (daree — HMKT), TeMm
0OJIbIIIE CTAHOBUMCSI YSI3BUMEE.

Kub6eparaku Ha uHGOpPMAIHOHHYIO CTPYKTYPY — 3TO OJIHA U3 CaMbIX
3HAQUUTEJIbHBIX U MIOCTOSTHHO PACTYIIUX YTPO3 JJIs TII00AIbHON O€3011acHOCTH
B XXI| Beke. Ha ¢one Bceobmiei mudpoBuzanyu 3ta mpodiieMa HE MPOCTO
HapacTaeT, a JBOJIIOIMOHUPYET, HA YTO BIHUAET IIMPOKOE HCIOJIb30BaHUE
UCKYCCTBEHHOTO HWHTEIJIEKTAa (daree — MH), Tak Kak 3JI0YMBIIUICHHUKA
HAYMHAIOT KCIOJB30BaTh €ro s co3jlaHus Oojee  H30UIPEHHBIX
BPEJOHOCHBIX MPOrpaMM, aBTOMATH3AIIUU aTaK U aHAIN3a ySI3BUMOCTEH.

Kubeparaku npeBpaTuiiuch u3 mpoOJeMbl TEXHUYECKUX CIEIUATHCTOB
B OJIHY U3 I'JIaBHBIX CTPATErHYECKUX YIPO3 HAIMOHAIBHOM, dKOHOMUYECKON U
00I111eCTBEHHOM 0€30MacHOCTH JIF00O0H CTPaHBHI.

[lo pesynpTaTaM wHCCEIOBaHUs, TMPOBEACHHOTO B MPOIIJIOM TOIY,
benapych Haxomurcst Ha 3-M mecte B peirtunre crpan CHI', kotopsie yaiie
BCET0 MOJIBEPrarloTCs KuOepaTakaM.



Kaxnas nsaras araka B bemapycu npuxoaurcest Ha roccekrop (22%). Ha
BTOpPOM MecTe — cepa mpoMbliuieHHOCTH (14%), a Ha TpeTbel CTpOUKe —
¢unancoBas orpaciab (11%). MHOro arak Takke HaleJeHbl Ha CEKTOp
TEJIEKOMMYHUKAIIHK, chepbl HayKu U oOpazoBaHus (8%).

Kaxnmass Bropas  kuOeparaka (57%) TOpPUBOAUT K  yTEUKe
KOH(UIEHITMATbHBIX TaHHBIX. Peke OHM HApYIIal0T OCHOBHYIO JESATEIBHOCTh
(16%) wnu HecyT mpsimble (uHaHCOBBIE TOTepu (8%). bosee monOBHUHBI
YKPAJIEHHBIX CBEICHUN COCTABILIIOT IIEPCOHAIIBHBIC TAHHBIE 1 KOMMEPYECKas
TallHa. AKTyalbHOM mNpoOJEeMOil ocTaeTcss Kpaka JeHer ¢ OaHKOBCKHUX
KapTOYEK U DJIEKTPOHHBIX KOMIEIBKOB.

Cmaiin 2.

POCT KMBEPATAK B BEJIAPYCU

Nozuuyua benapycu: 3-¢ mecto 8 CHI no
KONWMECTBY knbepaTar

. OCHOBHDbIE LLENM ATAK:
foccexrop — 22%
Npombiwnennocrs — 14%
DuHance — 11%

- NOCNEACTBMA:

Yreuka aanHbixX — 57% cnyyvaes

Hapywenne paborel — 16%
Dunancosbie norepu — 8%

CormacHo panHbiM 3a 2024 ron, Hama pecnyOivKa IO YPOBHIO
kubepoOe3zonacHoctu 3ansuia 70-e mecto u3z 166 crpan B peittunre NSCI
(National Cyber Security Index, Hayuonanvnuiii unoexc kubepbezonacmocmu),
YCTyIUMB 0O 3ToMy wuHAEKCY cpemn crtpadn CHI' mmms Monnose,
Azep0aitmkany u Poccum.

PocT M yci10:kHEeHHE METOI0B KHOEPYIrpo3 TPeOYIOT onepesKaroiiero
U KOMILIEKCHOTO pearupoBaHus.

B Benapycu mpuHST psii CHCTEMHBIX Mep, U 00pbda ¢ Kubepyrpo3amu
BEJIETCS] HA HECKOJIBKUX YPOBHSX. TaK, HA rocy/1apCTBEHHOM YPOBHE YKa30M
IIpesunenta Pecniyonmmku bemapycs Ned40) «O  kubepOe3omacHOCTH»
peanmsyeTcs KOMILJIEKCHBIN MHOTOYPOBHEBbIH MeXaHU3M
NPOTUBOACHCTBUA KHOepaTakaM Ha TOCYJapCTBEHHbIE OpraHbl H
OpraHu3aIii, KpUTHYECKyI0 HH(MOpMaIimonHyr uHdpacTtpykTypy. Co3nan
HanmonansHbIi 1IEHTp oO0ecriedeHus: KuoepOe30MmacHOCTH U pearupoBaHus Ha
KHOCPUHIIUJICHTBI (Oanee — Hayuonanenwii yemmp Kubepbezonacnocmu).
HanaxeHno MexxayHapoaHOe COTPYIHUYECTBO B 3TOMU cepe.



Coznmanbl  HEOOXOAMMBbIE  MPaBOBBIE  YCIOBUS  JUISL  3alUThI
MEPCOHATBHBIX JAHHBIX U O€30MaCHOCTH JMYHOCTH M OOLIECTBA IMPU HUX
ucnosib3oBanuu. 3akoH PecnyOnuku benapycs «O 3amure nepcoHaJbHbIX
AAHHBIX», IPUHATHIN B 2021 roy, yCTaHABIMBAET IPAHULIBI, ONPEICISAIONINE,
KaKyl0 WH(OOpPMAIMI0 O YEJIOBEKE MOXHO COOMpaTh M PACIPOCTPAHSTH.
Bwmecte ¢ Tem, 4TOOBI 3aIIMTa MEPCOHANBHBIX JAHHBIX ObLIa MO-HACTOSIIEMY
3G ()EeKTUBHOM, HYXKHBI OOIIME YCHUJIMS — HE TOJBKO TOCyAapcTBa, HO U
IPaKJIaH.

[IpoTuBOACICTBHME OCYHIECTBISIETCS 1 HA KOPNOPATHBHOM YPOBHe.
Opranuzanuu W TOPEINpUSITHS HWHBECTUPYIOT B KuOEepOE30MacHOCTh U
00y4eHHUE COTPYAHUKOB.

s OopbObl ¢ KuOepyrpo3amMu HAa HWHIAMBUAYAJLHOM YPOBHeE
TpeOyeTcsi MoBbIIEHHE U(POBONM TPAMOTHOCTH HACENICHHUs, COOJIIO/ICHUE
AJIEMEHTAPHBIX MPaBHII TU(POBON TUTHUEHBI.

CoBpeMeHHbIE aCTIeKThl KH0ep0e30macHOCTH

Kubepnpecrymienus TpaHCHAIMOHAJIbHBI, 3JIOYMBIIICHHUKHT
HCHOJHBYIOT aHOHHMaﬁ3epBI (C€p6MCbl, noseoJisliowyue CKpovlms JUUHbLIE OaHHbvle
noavzoeamens u obecneyums AHOHUMHOCMb 6 HHmepHeme) 1 HaAaxXOoIATCA 3a
pyOekoM, UTO KpaifHe 3aTpyIHSET UX 3aJep KaHue.

[lo pmanueiM  CrnenactBeHHoro komutera Pecnyonuku benapycs,
orMmeuaercs yxona 6osee 80% BbimMorarenbcTB U 0onee 90% MOLIEHHUYECTB B
«OHJIAalH»-CXE€MY, 4YeMy CIIOCOOCTBYET B TOM YHUCJIE HHM3KHU MPOLEHT
OCBEJIOMJICHHOCTH TPa)¥JaH O MPECTYNMHBIX CXEMaX, a TaKKE Pa3BUTHE
CIIOCOOOB COBEPIICHUS TAKUX XHUIIICHUIA.

Kaptuna pacnpocTpaHeHHbIX BUJIOB KUOepnpecTyrieHud B benapycu
MOBTOPSIET TJIOOANbHBIE TPEHJIbI, HO C aKIIEHTOM Ha MECTHbIC IUIATEKHbIE
CHUCTEMBI Y IPUBBIYKUA HACEICHUS.

[lo fgaHHBIM TJIABHOTO  YOPAaBICHHUS IO  MPOTUBOJCHCTBUIO
KHOEPIPECTYMHOCTH KPUMHUHAIBLHON MIIMIIMM MUHHCTEpCTBA BHYTPEHHHUX
nen Pecnyonuku bemapych, 3a 9 mecsineB Tekyiiero rojga B bemapycu mo
CPAaBHEHUIO C AHAJOTMYHBIM I[EPHOJOM MPOUIJIOr0 TroAa KOJAYECTBO
KHOEpIpEeCTYIUICHU CHU3MWIOCH moutu Ha 11% (3a 9 mecayes 2025 200a
3apesucmpuposarno bonee 13 moic. ciyyaes (13 420), mpems uz komopwix (4 121) —
6 2.Muncke).

[To craructuke »KeHIIUHBI (65%) yailne BCErO CTAHOBATCS KEPTBAMU
MOIIEHHHUKOB, KOTOPBHIE BBIMAHHUBAIOT JICHBI'M MYTEM MCUXOJIOTHYECKUX
MaHUMyJSUd 1o tenedony (77,9%), KyIau-mpoJia)ki TOBaApOB UM OKa3aHUSs
yciyr  (65,6%), OmarorBoputenbHOocTH (100%). My:kumubl (84,8%), kak
NpPaBWJIO, CTAHOBSTCS JKEPTBAMH  MOIIEHHUYECTBA, CBSI3aHHOTO C
UCIIOJIb30BAHUEM CAalTOB 3HAKOMCTB.



Cmaiin 3.

MNOPTPET XXEPTBbl MOLUEHHUYECTBA

e ] HeHwmHbI
(R .y TenedoHHBIE MOWEHHNKK — 77 9%
<, . iy N O0maH B chepe yenyr — 65,6%

MymW4muHbl
MOILEHHM4ECTBO HA CANTax 3HakomcTe — 84 8%

N n .I~soapm
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- AT j Y Ao 30 ner: NCeBAC-MHBECTULMK (65,4%),
g AMCTAHUMOHHBIE CABNKK C HeABMHHMMOCTBIO (56,3%)
30-49 net: MKT-moweHHNYecTso ¢ gorosopamu (53,1%)

. .- f : —— 2 -
Sy ' CoymanbHbIi craTyc:
P Ge3paboTHble Y3LUE NON3AIKT B HHBLCTUUMOHHLIE

nosywwn (46,2%)

Cnpaeouno:

Bospacmuwie cpynnsl nomepneguiux:

awou cmapuie 50 nem uawe cmaHo8aAmMCs dHcepmeamu menegh)oOHHbIX
MOuwleHHUYecms,  obMaHa,  008epyUBOCMU,  J1€2eHO O  HOMOWU
POOCMEEHHUKAM,

Mon00exch 00 30 1em ysa36uma om MOWEHHUYECKUX OUCMAHYUOHHBIX
coenok ¢ Hedgudxicumocmoio (56,3%), ncesdo-uneecmuyuti 68 «OUpIHCU» U
«po3viepviueil unu akyuiy (65,4%);

auua cpeonezo so3pacma (30-49 nem) — naubonee maccosas epynna
cpeou  nomepnesuwiux om  HUKT-mowenHuuecmea ¢  3axmoyeHuem
2PAANCOAHCKO-NPABOBbIX 002060p08 (33,1%).

Be3pabommusie u neyuawjuecs uawe nonadaomcsi 8 UHGECMUYUOHHbBLE
nosyuxu (46,2%,), umo modxxcem 6bimsb C843AHO C NOUCKOM UMU UCTNOYHUKOB
00X00a UNU Y8lleyeHueM a3apmHbIMU cXemMamu.

ITo cmocobamM coBepiIeHUs1 MOIIIEHHUYECTBA YaIll€ BCETO MPOUCXOISIT
OT HMEHM JI0/LKHOCTHBIX JMI (28,2%). AdepucTbl TpeaCTaBIISIIOTCS
COTPYAHUKAMHU ITPABOOXPAHUTEIbHBIX OpraHoB (MB/, CK, /[®P, KI'b) u
paboTHHKaAMU OaHKOBCKMX OpraHu3aiuid. MOIIIEHHUKH CTaJd 3BOHHUTH OT
UMEHHU PaOOTHUKOB CIYKO rasza, BoJIOKaHaja, dHEPrOHAA30pa, MOOMIBHBIX
OIIEpPaTOPOB CBS3M MO/ MPEAJIOTOM OKOHYAHHUSI CpOKa IOTOBOPA U MPEJIararoT
JUISL €70 TIPOJICHUST coo0IuTh MUudpoBoi koA u3 cMc. Ilocne nepegaun koma
KEPTBE 3BOHUT COOOIIHHUK MOIIEHHMKA M YK€ MPEICTaBIsSeTCS
MIPABOOXPAHUTEJIEM, 3aIyTMBAET TEM, YTO YEJIOBEK Mepeaasl JIMUYHbIC TAaHHbIC
U Ha ero uMs OyayT opOpMIICHBI KPEAUTHI. A 4TOOBI X U30€KATh MpeIaract
0oOpPMHUTHh BCTPEUHBIC KPEAWUTHI M TIOJYyYCHHBIC JEHBIU IIEPEBECTH Ha
yKa3aHHBIA CUET WJIK OAHKOBCKYIO KapTy.

[Ipu cxeme oOmMaHa OT MMeHM pyKoBoauTedieii (Fake boss) (yupesicoenuil
00pazoeanus, 30pABOOXPAHEHUs,  KYIbmypvl, npeonpusmuii) MONICHHUKHA
3aMyrUBalOT  TMOJO3peHHEeM B (UHAHCHUPOBAHMHM  DKCTPEMHUCTCKOU
NeATEeIIbHOCTH, MPOBEICHNEM OOBICKA M U3bATHEM JCHET, TAKXKe Mpe/IiaraloT
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JTAHHBIN (HaKT JepKaTh B TAWHE M TOOOIIATHCS C ONPEIEICHHBIM COTPYIHUKOM
MIPaBOOXPAHUTEIHLHBIX OPTAHOB, KOTOPBIN SKOOBI /ISl COXpaHEHUS JICHEKHBIX
CPEJICTB IPEIJIaracT «BPEMEHHO» MEPEBECTH JICHBIM HA 3AIIUIICHHBIN CUET.

B tenmeporHOM pasroBope He JOBEPSHTE HE3HAKOMBIM JIUIIaM, KeM ObI
OHU HE NIPEJCTABUIINCH, €CIIA BBl HE KJETE TAKOTO 3BOHKA.

Tperp momeHHuyecTB (27,6%) coBepuiaeTcsa MOJ BHAOM HNPOAAKHU
TtoBapoB B ceru Instagram wiam Telegram (uawe e6ceco mowennuxu
«npodaiom» aemoszandacmu, caooewle Kadeiu, HOB0200HUE eiu, MOpel’ZPanKn’lbl u
opyeue  mogapel).  3JOYMBIIUICHHUKHA  MOPEJIaraloT  MOTCHIHAAIbHBIM
MOKyIaTeIsIM TIePEBECTH MPEIOTUIATy 32 TOBAp M OOCIIAOT €ro BBHICIATH IO
MOYTE WU KypbEpoM, MOCJE Yero OOIIEHHE MPEKPaAIACTCs, U «KIUCHT»
OCTAETCS HU C YEM.

Cnpagouno:

Takowce Haubonee pacnpocmpaneHHble NPecmynHble CXembl:

360HKU om umenu oaunka, compyonuxka MBJ], KI'b u unwix
20CY0apCcmeeHHbIX OP2AH08, KO20d MOUWIEHHUK, UCNONb3YS MEXHON02UI0
NOOMeEHbl HOMepa, 360HUM C HOMepAd, NOX0JXHce20 HA OQUYUATbHBIL HOMeD
bauka u coobujaem o «n0O03PUMeENbHOU Onepayuny ¢ Kapmoti, « O10KUpoeKe
cuemay uiu «NONbIMKe 83710MA», d Ol «3AWUMbBLY UIU OMMEHbI ONePAYULLY
npocum coodowums CVV-ko0, Oannvie uz SMS-coobwenus c¢ Kooom
noOmeepaIHcOe s, Napoib U3 UHMEpPHem-OaHKUH2A UL nepesecmu 0eHbeU Ha
«bezonacHvlily (Ha camom oejle NOOKOHMPOIbHLLI MOULEHHUKY) cuem,

Guwunzosvie SMS-coobuwenus u nucoma, xKoeoa npuxooum SMS-
coobwenue Ul 3NEeKMPOHHOE NUCLMO C COOOWeHUeM 0O «OJIOKUPOBKe
Kapmuly, «npobjieme C HAN020M», «8blucpvlule 6 Jiomepeey, Komopoe
COOepIICUM  CCOLIKY HA (PUUIUH2OBbLIL uHmMepHem-pecypc (caim — KIOH),
KOMOPbIU 8b127I10UM KAK OQUYUATIbHBLL UHMEPHem-pecypc 6AHKaA, HAl02080U
UHCneKYUuU Ui Opy2020 20CY0apCmMEeHH020 0p2ana, 20e mpebyemcs 68ecmu
JIO2UH, NApob, OAHHblIE NIAMENCHLIX CPeOCm8, HOCie 66004 KOMOPbIX
cogepuiaemcs xuujenue,

MOWEHHUYECMEA 8 COUUATbHBIX cemax u meccenoxcepax («Viber»,
«WhatsApp», «Telegramy), koe0a 310yMblUuLIeHHUK 831AMbl8AeM AKKAYHM 8
coycemu uau coszoaem HeltKogwlll, NOXONCUl HA He20, nuwem OIU3KUM
POOCMBEHHUKAM OM UMEHU 61a0eabyad aKKAYHmMA, 4Ymo CPOYHO HYHCHbI
O0eHbeU HA «OYEeHb BAJICHOe 0elo» (NONAl 8 CIONCHYIO CUMYayuro, nonai 8
JTII u 0p.), npocsi HUKOM)Y He 360HUMDb, TUOO AHALOSUYHAS Npedvloyujell
cxema, K020a MUULeHbl0 CIMAHO8AMCs 0PY3bsl, A MOUWEHHUK OM UMeHU Opyed
nuulem, Ymo 3acmpsi 3a epauyet, y He2o VKpaiu OeHbeu/O0OKYMeHmbl, U
nPOCUM CPOYHO nepesecmu cpeocmad,

¢heiikosvle unmepuem-mazazuHl, K020a co30aemcs Kpacueawlil caim-
OOHOCMPAHUYHUK UIU 2PYNNA 6 COYUANbHOU cemu (3auacmyrn 8
«HUnucmazpamy), ¢ 0epomMHbLIMU CKUOKAMU HA AKMYATIbHBIU Y HACENleHUsl MOo8ap
(mexuuxa «Apple», caoosas mebenv, Hadyeuble Oaccelinbl, OPeHO08as
ooedcoa u 0p.), a nocie NPeooniamvl Moeap He NPUxXooum, a cavum uiu
epynnwl ucyezarom, aubo coooueHus Heepmaebl 0aiee USHOPUPYIOMCSL,

MOUWIEHHUYECMEA NOO 6UOOM 20CYOAPCHEEHHBIX OP2AHO08, K020d
Jrcepmee nocmynaem 360HOK OM UMEHU «CYobUy, «compyonuka MBJ]»,
«HANI02080U» ¢ mpebosanuem CPpOYHO ONIAMUMb HEeKUll QUKMUBHbBIL 007,
wmpag unu NOWAUHY, YepoXcas apecmom C4emos Uil Opy2um HaKa3aHuem,
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npocsam yCmaHosums HpulodiceHue 0as YOaleHHo20 0ocmyna (Hanpumep,
«AnyDesk» unu «TeamViewery) ona «nposepku cuemay, 4mo oaem um
NOJHbBLL KOHMPOJIb HAO YCMPOUCMBOM NOMEPNEeGUIe20;

gunancoevlie nupamuovt U UHEECMUUUOHHbIE MOUIEHHUYECMEd,
maxkue  KaK — NPeONoNHCeHUs  «B8bICOKOOOXOOHLIX — UHGeCMUYUUY 8
KpUnmosamomy, Oupocu Uiy cmapmansvl ¢ 2apaHmuposaHHbIM 6blCOKUM
ooxodom. Ilpu >mom Ha nepsom smane Moz2ym 0adxce 6bINIAYUBAMND
HebobuUe NPOYEeHMbl, YMoObl nNomepnesuiull 8Hec euje DOIbUE OEHEHCHBIX
cpedcma u npugesl pPOOCMEEHHUKOS, Opy3ell U 3HAKOMbIX, NOCJle Ye20 NPOeKm
3aKpbI8AEMCS, A OeHeJICHble CPeOCmEa NOXUWYAIOMCSL,

6bIMO2AME/ILCIEO HA UHMUMHOU RNOUBE ((CEKCMOpUIeH»), Ko2oa
MOUWEHHUK Yepe3 COYcemu 3HAKOMUMCSL C HCepmeoll, 8mupaemcst 8 0ogepue,
CKIIOHSIem K 0OWeHUI0 8 8udeoyame UHMUMHO20 XApaKkmepa uil K Omnpaske
OMKPOBEHHBIX homo, 3anucvieaem 8uUeo Uiy oeidem CKpUHUOmMbL, a 3amem
wanmasicupyem.

OnaceHusi BBI3BIBAIOT HaOupawolKue O0O0OpPOTHl BBIMOraTeJbCTBA
(526 cnyuaes) ¢ HCHONIB30BaHMEM HH(POPMALMOHHO-KOMMYHUKAIITMOHHBIX
TEXHOJIOTUN: IOTEPIIEBIINUX I10J PA3JIUYHBIMU IIPEIIIOraMU BBIHYKIAOT HA
TUYHBIX ycTpoiicTBax [Phone BoiiTu He B ¢BOIO yueTHYI0 3anuck. [locie Bxoaa
[Phone Onokupyercsi Kak MOXMIIEHHBI U CTAHOBUTCS HE MPUTOIHBIM. [[7st
Pa30JOKUPOBKHU 3710YMBIILICHHUKU TPEOYIOT BBIKYITI.

IToaToMy HM B KOEM Cilyyae HeJlb3sl BXOAUTH HA CBOEM YCTPOiCTBE B
YyKYI0 YYETHYI0 3allUCh, BJIAJIENIEL] YUETHOMN 3alIUCU MOXKET 3a0JI0KHUPOBATh
YCTPOUCTBO.

Cnaiin 4.

BUAbI KUBEPNPECTYNNEHUA,
COBEPLUAEMDBIE B CTPAHE

- 3B0HKK OT umenun Banka, cotpyanmsa MBI, KI6 »
MHBX FOCYAAPCTBEHHBX OPraHos

PuwmrHrosse SMS-coobueHua u nucema

MOWEHHWHECTEE B COUMINbHLIX CETRX U
= MecceHsepax

MOWEHHUYeCTBa NpuW ou.naﬁu»noxynuax H3
MNCWAARaX Ne NPOAaME TOBapOB

ot

0
@ DERKOBLIE MHTEPHET-MaraanHn
&

MOLWEHHUYECTBA MO BUAOM rOCYA3 PCTBEHHBIX
OPraHoB

PUHIHCOBHIE NUPAMU/L W MHBECTHLIMOHHEE
MOWEHHUHECTBA

BHMOr3TENDCTEO H3 MHTUMHON NOYEE

Cnenyer OTMETUTh, YTO (PUIIMHT 1 MOIICHHUY€CTBO ¢ 0aHKOBCKMMHU
KapTaMM SBISIOTCS CaMOW MacCOBOM KaTeropuei KMOepMOIIICHHUYECTBA B
Pecnyonuke benapyce.

[Ipu sTOM Hapsimy ¢ JaHHBIMH TMPECTYNHBIMU CXEMaMH MOIIEHHHUKU
AKTUBHO HCMHOJB3YIOT W Takol MeToJ (UIMHra, TPU  KOTOPOM
KOH(QHUACHIIMATIbHBIE  JIaHHBbIE  OEJOPYCCKUX  TpakKJIaH  J0OBIBAOTCS



3JIOYMBIIIJICHHUKAMH  I1OCPCICTBOM Teﬂe(l)OHHI)IX 3BOHKOB. OTOT BHUJ
MOIIEHHNYCCTBA HA3bIBACTCA «BHIITUHID).

Cumaiig 5. Bugeoponuk.

) A3BYKA
R

Cnpaeouno:

Buwiunz — smo ycmuas pazHoguoHocms @uuiunea, npu KOMopou
3IOYMBIUUIEHHUKU NOCPEOCMBOM MeNe)OHHOU CBA3U, UCHONb3YS NPUEMb,
MemoOobl U MEXHON02UU NCUXOTO2UYECKO20 MAHUNYIUPOBAHUSL, NOO PAZHLIMU
npeonoeamu, UCKYCHO Uepas ONpeoesienHyio poib (KaKk npasuio, compyoHuKa
OamKa, MexXHUYecKo20 CHeyualucma u m.0.), BbIHYIHCOAIOm HeloBeKd
CcO0OWUMb UM C80U KOHQUOEHYUATbHbIe OAHKOBCKUE UNU NEPCOHANIbHBLE
OauHbie AUOO0 CIMUMYTUPYIOM K COBEPULEHUIO ONPEOeNieHHbIX Oelicmeull co
CBOUM OAHKOBCKUM CHEMOM UIU OAHKOBCKOU KAPMOU.

I[lo Mepe pa3BuTUd  HHPOPMANMOHHO-KOMMYHHKANUOHHBIX
TEXHOJIOTMH BO3PACTAT W  BO3MOYKHOCTHM KHOepNpecTyNHUKOB.
HekoTopbie MOIIIEHHHMYECKHE CXEMbI TMOJYYMJIA HOBYIO KM3Hb OJjlaromaps
UCKYCCTBEHHOMY MHTEJIJIEKTY.

Pacter KoIM4yecTBO Ciy4yaeB MOIIEHHUYECTBA C HCIOJb30BAaHUEM
TexHosoruun Deepfakes — »To co3gaHHBIE MCKYCCTBEHHBIM HMHTEIJIEKTOM
roJIOCOBBIE COOOIIEHUS W BHUICO3BOHKM OT SKOOBI KOJUIET, Jpy3el u
POJICTBEHHUKOB, KaK MPaBUIIO, C MIPOCHOOM 0 CPOUHOM JECHEKHOM MEPEBOE U JP.

[Ipu Buaeo3BOHKE cieayeT oOpaiaTh BHUMAaHUE Ha TaKue JIeTalld, Kak
HEYETKOE WJIM CMa3aHHOE M300pa)K€HUE JIUIAa TOBOPSAIIEro, OTCYTCTBUE WIIU
HEeCTEeCTBEHHAs MUMHUKA JIUIIA.

[ToMHuUTE, UTO COTPYTHUKH OAHKOB U TTPABOOXPAHUTEIHHBIX OPIraHOB HE
3BOHSIT 4Ye€pe3 MECCEHUKEPhl C HCIOJIb30BaHWEeM BuaeocBszu. Ilpu
COBEPIIEHNH [ICHEKHOI0 TepeBoJa MO BJUAHMEM MOIIEHHUKOB
HEO0X0UMO He3aMeJIUTEJIbHO 00PATUTHCS B OPraHbl BHYTPEHHUX el
JUTSI COXpaHEHUs IEHEKHBIX CPECTB.

Jlaxe Korja MCKyCCTBEHHBIN MHTEIJIEKT UCTIONIb3YeTCsl BO OJ1aro, HYy»KHO
OBITh OCTOPOXXHBIM. Ecim pabOTHHUK OpraHu3aluy JTyMaeT, 4TO 3arpy3uT
nokymeHT B 4aT GPT 1 oH Bce OBICTPO C/ieNaeT, TO ATO MPSMOM MyTh K YTEUKE
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KOH(HICHITNAIBHBIX JTAHHBIX. JIOKYMEHTHI OTIIPABSATCS HA CEPBEPHI B APYTOM
roCy/IapCTBe, W 3aKOHBI HAIllCd CTPaHbl YK€ HE MOTYT T'apaHTHUPOBATh HMX
0€30I1aCHOCTb.

Cmaiin 6.

MCNOJIb3OBAHUE 4
MCKYCCTBEHHOTIO UHTENJIEKTA

B Uenesoi dpuwmunr Ges owmnBoK:
NEPCOHANUIMPOBIHHLIE W TPIMMATHYECKK DEIYNPEHBIE
Pacceinku, oBXOAAME TNABHLIA MapKep yrpoasl. |

I Mowernuuecteo yepes Deepfake:

EHEPALUMA BHAEO W FON0CA PYHOBOACTES ANA
CAHKUMOHUPOBAHUA HEIAKOHHBIX PUHAHCOBLIX ONepal

B “M-6oTbl Ana COUMANBHOR HHMEHEPHM: '_:‘,
BEAEHHWE OCMBICNEHHBIX OMINOTOB ANA BbIMaHHBa.ﬂ_ﬂ: } -
KOHPHARHUMANEHOK UHGOPMAILMMK. ]

Ipe3uaent benapycu A.I'.JIykamenko, Boictynas Ha |l Munckoit
MEXIYHANPOAHON KOH(PEPEHIINH 1O €BPA3UIICKOM 0€30MaHCOCTH, KaK OJIHY U3
KJIFOUEBBIX 3a7a4 B I1€JI0OM O0O3HAUYMJI HEOOXOJMMOCTb MPHUHSTHUS MEp B
00JIaCTU HMCKYCCTBEHHOTo uHTeuiekTa: «Heynpaensemasn zonka ¢ moii
cghepe npespaujaem e2o u3 none3nozo pecypca 6 opysicue. B nepcnekmuee —
MACCO6020 NOPAIHCEHUA .

Cnaiin 7.

(4

Heynpaensemas 20HKa 6 smoli
chepe npespawyaem €20 (npum. -
UcKyccmeeHrbIl uRmennexkm) U3
Mone3Ho2o0 pecypca e opyxcue.
B nepcnekmuse — macco8oz2o0

nopa3eHus. , ,

Mpezudenm Pecnylnuku Benopycs A5 IyK0Weno,
I MUuHCKGA MEROYHGPOOHAA NOHDEDEHINS NO
eapo3viickol GezonacHoomu, 28 oxmatps 2025 2

CotpynnukamMn MuHHCTEpCTBa BHYTpEeHHUX el W HanumonambHOTO
O0anka PecnyOnuku benapych npuHHMAarOTCS Mepbl, HANPAaBJIEHHbIE HA
0/10KkMpOBaHMe MOLIEHHUYecKuX onepauuid. B benapycu ¢ 1 mapra 2024 1.
nericteyeT Yka3 Ilpesugenta Ne 269, KOTOpbBIN TMpeAOCTaBISET OaHKaM
BO3MOYKHOCTbH IIPUOCTAHABIUBATH MOA03PUTEILHBIC TIEPEBOABI 1 COBMECTHO C



MPaBOOXPAHUTEIHLHBIMA OpTaHAMHU pacciefoBaTh WHUUIACHTHL. JlaHHBIN
MEXaHHW3M TIO3BOJIIET JOCTaTOYHO J(M(PEKTUBHO B3aMMOJCHUCTBOBATH
rpakJjaHaM C OpraHamMH BHYTPEHHUX JIeJl, & UM, B CBOIO OU€pE/lb, «B PEKUME
24 na 7» mepenaBaTh yKa3aHHYIO HH(POpMaIMIO OaHKOBCKOMY CEKTOPY H
nojiyuatb OT Hero 3(P¢exkTuBHO U ObICTPO HWHPOPMALUIO O JMIAX U
WHCTPYMEHTAaX, KOTOpPbIE 3aJICHICTBOBaHbl B MPOTHUBOIPABHON JEATEIHHOCTH.
N camoe rinaBHOE — MpeANPUHUMATH MEPHI, HApaBJIEHHbIE HA COXpPAaHEHUE
YK€ TIOXUIIEHHBIX JCHEKHBIX CPEICTB y TPaKIaH U HEIOMYIIEHUs MepeBo/Ia
UX Ha 3apyOeXKHbIE CUETa.

B cBia3u ¢ HEOOXOAMMOCTHIO 3alllUThl OT MOIICHHUKOB OaHKH
YCTaHABJIMUBAIOT JUMHTHI TIO CHSTHIO JEHET B OaHKOMAaTax Ha TEPPUTOPUHU
bemapycwu.

bopeba ¢ 3TUMM TpecTymIeHusAMH TpeOyeT HE TOJbKO Oolee
COBEPIIEHHBIX TEXHOJIOTUN 3allUThl, HO U (DYHAAMEHTAILHOTO MOBBIIICHHUSI
1u(GpOBOM TPAMOTHOCTH HACENIEHUS, MMOCKOJIbKY MMEHHO YEJIOBEK OCTAeTCsI
HanOoJiee ySI3BUMBIM 3B€HOM B JIFO0OM crcTeMe 0€30MMacHOCTH.

I{u¢dpoBast rpaMOTHOCTH HACETICHUS

Knodep06e30macHOCTh — 3TO OTBETCTBEHHOCTh KaJA0ro u3 Hac. OnHa
HAYMHAETCA C TaKUX NPOCTHIX BEIIEH, KaK BBIOOP HAJEKHOrO Maposis st
JOMAIIIHEN 3JIEKTPOHHOM MTOYTHL. BaXKHO TIOMHUTB, YTO OJIUH U TOT XK€ MAPOJIb
HEJIb3s UCIMOJIB30BATh OJJHOBPEMEHHO ISl paboyeid MOYThI, JJi pErucTpaluu
Ha pa3IMYHbIX CaWTax U B MecceHkepax. K clioBy, TMUYHbBIEC TaHHBIE Yallle
BCEr0 MOMAJal0T K 3JOYMBIIUICHHUKAM M3 0a3 JaHHBIX Mara3uHOB (Mbl
ocmaeisieM Gamuiuio, UM U omuecmao, aopec u meae@omn npu pecucmpayuu OJis
noyyYeHusi OOHYCHBIX UU CKUOOYHBIX KaApm).

HeobOxonuma »sremeHTapHas unu@poBasi THUIrWeHa, MpU  KOTOPOM
co0/II0/IeHNEe TPOCTHIX NMPABWJI NMOBEJCHUS B CETH IO3BOJISET 3alIUTUTH
NIEPCOHAIbHBIC JJAHHBIE, PUHAHCHI U YCTPOMCTBA OT KHOSPMOIIIEHHUKOB.

Oco0yt0 akTyaJdbHOCTh TeMa LHU(GPOBOM TUTHUEHBI MPUOOpPETaET B
OTHOLIECHUM ITOAPACTAIOLIETO MOKOJIEHUA. JIeTH cerogHs He TOJIbKO aKTUBHO
0OIIIal0TCsl B MECCEH[KEPax, HO U MOTPY>KAIOTCA B MUP OHJIAWH-UTP, TIEe UX
Kpyr OOIIEHUsI pacuIupsieTcss 3a cyeT He3HakomieB. Cpeau HUX MOTYT
CKpBIBATHCSI U KHOEPTIPECTYITHUKH, CTPEMSIIIINECS UCIIOJIH30BATh PEOCHKA JJIst
noyiyueHusi KoHpuaeHuuaibHoW wuHopmanuu. Heokpemnmas mcuxuka,
MIOJABEP)KEHHOCTh BHYIIECHUID W MAaHUITYJIMPOBAHUIO JEJIAKOT HX JIETKOU
«10OBIYEH» JJIS1 3JI0YMBIIIJICHHUKOB.
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BE3OMNACHOCTb AAETEW B CETU —

3TO HE 3AMNPETHI, A AOBEPUE U NPABUJIA
BbICTPAMBARTE OTHPLITLIC OTHOWEHUA: PECEHON

AONMEH FHATH, 4TO MOBET PACCKAZATHL Bam 0 M0Bok
npoGneme Ge3 CTpaxa HAaKaIaHMA.

YCTaHOBMTE YeTHHE rPaMuLLbl: COTNACcYATE Bpems
OHNARH, PAIPEWEHHBIE CAATHI M NPUAOKEHNA

WcnonvayiiTe TexHUNECKWe cpeacTeal
POAMTENLCKNIA KOHTPONIL ¥ OBILME 3HKAYHTBLI
AN MAAALMX AeTeR

be3onacHocTh AeTell B CeTH — 3TO HE MPOCTO 3aIPeThl, a CO3JAAHUE
3alIMIIEHHOM cpeAbl U 00y4YeHHe NMPAaBWIBHOMY IOBeAeHMIO. B cembe
HEO0OXOAMMO BBICTPAaNBaTh HOBEePHUTEJIbHbIC OTHOLIEHUS ¢ pedeHKoM. [letu
HE JIOJKHBI UCKATh TOHUMAHHUS Y HE3HAKOMIIEB B CETH, a OBITh YBEPEHBI, UTO
MOTYT paccKa3aTh pOJUTENSIM O JF000H CTPAaHHOW MJIM HENPUSITHOW CUTyallun
B ceTH 0€3 cTpaxa ObITh HAaKa3aHHBIM.

Ba’XHO 10roBOPUTHCH M YCTAHOBUTH YE€TKHE NIPABHJIA. KAKUE CAUTHI
MOXKHO I1OCEIIATh, CKOJIBKO BPEMEHU IPOBOIUTH OHJIANH, KAKUE IPUIIOKEHUS
MOXHO UCITIO/Ib30BaTh.

JUIs Mu1aJmmx aered peKoMeHIyeTcsl CO3/1aBaTh aKKayHThbl BMECTE U
3HaTh UX napoyid. Vcnonb3oBaHue cnenuuaJu3upoOBaHHOIO0 POrpaMMHOIO
o0ecneyeHUs1 POAMTEIBCKOI0 KOHTPOJIA [T03BOJINT OIPAHUYNBATh BpEMS 3a
AKpPaHOM, (PUIIBTPOBATH KOHTEHT, OJJOKUPOBATH HEXKEJIATEIbHBIE CANTHI.

CymiecTByeT MHOKECTBO  IPECTYNHBIX CXEM, HCIIOJIb3YEMBIX
KHUOEpPMOLIEHHUKAMH B OTHOLIEHUHM HeCOBEPLICHHOJICTHHX JIeTeH.

Cmatig 9.

PACMPOCTPAHEHHBIE CXEMbl KWBEPMNPECTYNNIEHUA NPOTUB AETEN

Oali

ubecnnarreien nopap € SANPOoCL! OT #Apysein Fpymunr ===

Ljere: amarmen $ramrcono Ljets: BOCTONMIOMATICN GEEEEMEN K Lers swgesen cobn sa coepcniaten, soln =
CTPA P 1y DICTD Adrreie BLAMBAATE ALHOTH SE0ES AN DM Hel Y Avaepes, «Tolor MBIy & M B0 O AT
Oor s OBCHOR * 20T Assynr T

Cexcropuwen Kubepbynnmur DecTpyrTHBHLIA HOHTEHT
- § ! ! ;| A
Usre Wanra s p0eaTs peliensd ¢ Uern. yrrtums 1 TR B[O EATS LJete: BOmAEes § ONEcH e coobumcTes,

TG, rCATNE o

MEVCENE MATFENeR MiTI s PCUADADE et R TRARE § TRy Pronierind
1 wareganze # rareves coccamsatns i
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Cnpaeouno:

Cnocobvl kubepnpecmynieHuii 6 OMmHoOweHuU oemeti U NOOPOCMKOB.

«becnnamuvie» RNOOAPKU U  PO3bICPLIWIU, KO204 peOeHK)y O/
NONYYeHUs Bblucpblila npeodlazaemcs nepeumu no Cccoblike U B88ecmu
niamedicHvle U uUHvle OaHuvie e2o pooumeneu. OCHOBHASA Yelb — YKpACmb
OaHHble OAHKOBCKUX KAPM UNU YYUEMHbIX 3anucell,

«gpeiikosviey 3anpocel om Opy3eill, Ko20ad C UCNOJb308AHUEM
831OMAHHO20 AKKAYHMa Opyea pebeHKa npocsam nomousb (nepegecmu
OeHedxcHble cpedcmea), a pebeHOoK, JHceads NOMOUb, MON*CEM He YCOMHUMbCS
8 IUYHOCMU NPOCAULE20;

«2PYMUH2ZY, K020A 83DOCIbILL 3TN0V MbIUIEHHUK NOO 8UOOM C8EPCMHUKA
gmupaemcsi 8 0oeepue K pebeHKY 8 Coycemsax Uiu uepax, NnoCmenemHo
8bIBEObIBACTN TUYHYIO UHDOPMAYUIO, MAHURYIUDYEM, Bbl3bleédem 4Y8CME0
Onuzocmu, a 3amem Moxcem GbINPAWUEAMb UHMUMHbIE (OmMO/8Ude0 Ulu
HA3HAYAMb TUYHYIO GCIPEYY, 4MO MOJNCEem NPUBeCmu K COBEPULCHUIO 8
OMHOWEeHUU pebeHKa OelCmsUull CeKCyaibHo20 Xapakmepd, KOomopbie
PedenoK 8 CULY 803pACMA He MOJCEeMm OYEeHUBAMb, KAK COYUANIbHO-3HAYUMDLE,
cuumas npoucxoosujee uepo,

«CeKCmopuwen», Ko20a NpecmynHux, Noay4ué UHmuMHvle homo uiu
8U0e0 (000POBOILHO OMNPABIEHHblE PeOEHKOM UIU Yepe3 B3]10M Kamepbvl),
HauyuHaem WaHmaxicupo8ams pebenKa, blMo2as Kaxk mamepuanvhole daaea,
Max u ycuyey, 8 mom yucie CeKcyaibHo20 Xapakmepa,

Kubepoynnunez (unu mpaeis), Ko20a co30aromcsi 2pynnwl U nA6IUKY OJis
Hacmewex, YHUUMeIbHbIX KOMMEHMAapues, OMnpasIsiomcs yepo3ol 8 TUUHbIX
CO00WeHUsAX, UMoObl NPUUUHUMb PeDEeHKY NCUXONI02UHECKVI0 00b, 4mo
HepeoKo MOdCem 3aKOHUUMCS 0enpeccueti Ui oaxce camoyouticmeom,

g06leueHUe 6 ORACHblE  COO0UWeCmed,  NpPonacaHoupyrwue
oenpeccuguvie mevenus, Cyuyuod, AHOPeKCUio, HACUIUEe UTU IKCIMPEeMU3M,
KOmMopble NpenoOHOCAMCS peOeHKy KaK UYmo-mo «MOOHOe», «Kpymoe» U
«3anpemuoe.

Cmarin 10.
n O

4 KNOYEBbLIX NPABUNA BE3OMNACHOCTH
B CETU AETEW U NOAPOCTKOB

Xpauu nuynoe B Takne
He nyGamiyit aapec, WHoMY, reOMEeTKM, JaHHbIE JOKYMEHTOR M K
NAaHLI CEMBA.

Nomum anropurm « CTON-CNPOCU-PACCKAXKW»

CTON, echn ure-tTo Hactopamueaet. CNPOCH y poantensh,
ecnu HenoraTHO, PACCKAMM eapocntim o moboi yrpoze .'
win anckomdopre.

Kowutponupyi kpyr obuenms

NoGaenit B Apy36A TOMKO TEX, KOTO IHASIIL ANUHO.

Hacrpoi npreatHoCTL Npoduna. A
BrAIOMBA KPUTHMECHOE MbILUNEHKE

He nepexoam no COMHUTENLHLIM CCHINKAM. He BEpb CAMLIKOM
ABLTOAHBM Y NPEANOMEHNAM

BaxxHo Hayunth nereii nuM@poBOW TPAMOTHOCTH M KPUTHUYECKOMY
MBIIUICHUIO. MM HYyXHO noHuMarh, uto UHUHTEpHET — 3TO OTpaKeHUe
peajibHOr0 MUpPA: B HEM eCTh M XOpolluue, U IUIOXHe JIIIU, U MPaBWJIa
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0€30IaCHOCTH 37eCh TaK ’Ke Ba)KHbI, KaK U Ha yjauue. He sxkoHOMBTE Ha
BpPEMEHHU, yallie U OOoJIbIlIe pa3roBapuBaiiTe co CBOMMH JIeThbMU !

Taxke B 3alIUTE OT MPECTYIHBIX MOCSATATENBCTB, B HHPOPMUPOBAHUU U
JOTIOJTHUTEIbHOM BHUMAHUM HYXJAIOTCS U JIFOJIH IMOKUIOr0 BO3pacTa.

*kkk

3a mocneaHee BpeMsi B PpeCHyOUKE TMPOU3OINUIM 3HAYUTEITHHBIC
MMO3UTHBHBIC CABUTH: YAAIOCH OOIIUMHU YCHUIUSIMH TEPEIOMUTH TCHACHITHIO
pocTa YWcia KHOEPIPEeCTYIUICHW, 3aMETHO BBIPOC YPOBEHBH HHUGPPOBOM
3aIATHI, JIEMOHCTPUPYET OIEPATUBHOCTh W aJAlTUBHOCTh K TEKYIUM
BBI30BaM OCJIOPYCCKOE 3aKOHOMATENLCTBO B 00JIaCTH KHOEPOE30macHOCTH U
ap. [IppmedaTenbHO, 9TO HAIll OIBIT 0OPHOBI ¢ KHOSPIIPECTYITHUKAMU aKTHBHO
MPUMEHSIOT B IPYTUX CTpaHax.

Kak ormernn Ilpe3unent Pecnyoimku beaapycs A.lJlykamenko,
«abconomuylo 3awumy om Kubepamax He 2apanmupyem HU O0O0HA
cucmema 3auiumol, HO Mbl O00JIHCHb MUHUMUZUPOBAMb PUCKU». ITOTO
BO3MOXKHO JOOUTHCS, KOTJa KaXIbld YYaCTHUK HH(GOPMAIIMOHHBIX
OTHOIIEHWH, KakKaas opraHu3anus OyayT OTBETCTBEHHO IOIXOINUTH K
BBITIOJTHEHUIO TpeOOBaHM 1O KUOEpOE30MacHOCTU, a KaxXJbIi YEIOBEK
OPOSIBUT OAUTENBHOCTh W BHUMATENbHOCTH B Cllydae CHUTyallud C
MOIIIEHHUKAMH.

Cnaiig 11.

PooMrany, HaywsTe qeTed MNpagwna BEpS MeTE AHKAYWHTH
MOALSOBATECA HHTEpHETOM DeaanacHOND Nose 4eHWA oT adeprcTos!
NpaaneEHo!

AKAOEMHS YTPARNEHHS

NPK NPESWAEHTE
PECMYBMNWKMW BENAFYCR




